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Webinar Recording

The webinar recording can be viewed via the Brightcove media player here.
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37

ING Pass
ET ¥xxxxxx

Hassan Aftab, Fraud Manager, HSBC UK
Lucy Jordan, Fraud Manager, HSBC UK

4X} HSBC UK Wednesday, 17 September 2025

PUBLIC


https://players.brightcove.net/1418446428001/default_default/index.html?videoId=6379918663112
https://players.brightcove.net/1418446428001/default_default/index.html?videoId=6379918663112

Purchase Scams

Agenda

Covers 01
Table of contents 03
What is it? 04
Poll — To Pay or not to Pay 05
Scale of Purchase Scams in the UK 15
Case Study 17
Techniques Summarised 24
Protect Yourself 25

FAQ and Close

26

PUBLIC



Paying In advance for goods or
services that are never received.
Usually involving an online platform

SUCh as an auction site or social
media.

»’ UK Finance
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To Pay or
not to Pay

You find a digger for sale on Facebook Marketplace for your
construction business. The seller's profile looks genuine and
yOu can see It's a long-established account.

Due 1o the distance between you and the seller, you video call
the seller and they provide a demonstration of the digger.

The seller offers to arrange delivery for £250 and asks you for
£10,000 (digger price) + £250 (£10,250) to be paid once emall
notification was provided to you from a well-known courier
confirming they had received the digger from the seller.
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Mini Poll 1 Results

1. Is it safe to pay? (Single choice)

Options
Yes

Mo

75%

@ ‘es

Mo
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25%

Responses »

(25%)

(75%)



To Pay or
not to Pay

Your premises requires refurbishment; friends and family suggest
using a local builder citing they had heard good things about them:.

The builder visits your premises and provides a quotation for the
work you want carrying out. 25% of the total invoice price IS
requested upfront to secure a start date. You ask why you need to
pay to secure a date, and the builder explains their services are Iin
strong demand, therefore they require commitment from interested

customers. Also, some of the money would be used to secure
materials.
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Mini Poll 2 Results

1. Is it safe to pay? (Single choice)

47%

Options
Yes

No

B Yes

Mo
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To Pay or
not to Pay

Your agriculture business needs a new tractor and as an avid
reader of farming literature, you find a tractor for sale in an
established farmers magazine.

After contacting the seller, It turns out another company Is
selling the tractor whilst they downsize their farming business
due to financial difficulty. You check companies house and
can verity the selling company exists. Due to popular demand
driven by competitive pricing of the tractor, a £1,000 deposit
before visiting the collection address.
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Mini Poll 3 Results

1. Is it safe to pay? (Single choice)

Options
Yes

Mo

@ Yes B No

PUBLIC
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(13%)

(87%)
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To Pay or
not to Pay

Your courier business Is growing, and you need 1o Increase
the size of your fleet. You look for vans for sale on the internet
and come across a website belonging to a well known and
established organisation.

You enquire about a van for sale and want to buy the van the
same day. The seller offers a £1,250 discount If you make the
payment via bank transfer. You agree and the seller sends an
iInvoice which needs to be paid before arriving on site to
collect the van — this is to allow for enough time for the
payment to clear.
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Mini Poll 4 Results

1. Is it safe to pay (Single choice)

Options
Yes

Mo

74%

B Yes

MNo
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(26%)

(74%)
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What is it?

Examples of purchases

e

P
s
-’ jo = <
o

£ S

Tractor

Farmers
magazine

Deposit
required
to secure
purchase

Full
payment
required
when
courier
onfir
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Online
website

£1,250
discount
if paying
by bank
transfer

Building
services

ayment
in advance
to secure
start date
and

aterial
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How much did UK Businesses lose to Purchase Scams in 2024 Poll Results
1%—| J,—d%

28% —_ "
10% - /'

@ £2.6m £153m @ £86m @ £10.7m B £1.3m

56%

Options Responses &
£2.6m (4%)
£15.3m (56%)
£8.6m (10%)
£10.7m (28%)

£1.3m (1%)



Scale
Statistics

§ UK Finance

Purchase Scams 2023 vs 2024*#

6000 £12,000,000
5000 £10,000,000 Losses have
grown or
remained the
same YoY since
4000 £8,000,000 2020 from
£6.5m to
£10.7m**
3000 £6,000,000
2000 £4,000,000
71% of all APP
Scams are
Purchase Scams
1000 £2,000,000
0 £0
2023 2024
i Cases W Payments =—\alue*

*Refer to right Red Axis for corresponding values
** Data shown is for non-Personal accounts only

PUBLIC

85% of purchase

scams
originated online

Purchase scam
case and
payment

volumes have
dropped, yet
value has
increased 20%**
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Complete the Blanks Poll Results (bigger number indicates more popular answer)

1. % of purchase scams originated online in 2024 (Fill in the blank)

All answers ~

16305370 208240

99 g5 80%?50 2568
486660 78 05556586

2. Answer 1 % of all APP Scams (Personal and Non-Personal) are Purchase Scams in 2024 (Fill in the blank)

| Answer 1 |

40 85 20 30 47 56

g;i?i?n) 75 60 8022

676590 25 45 95 g9
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Case Study 1
Fridges for sale

Catering company targeting

business expansion:

* Replacing 6 fridges and
purchasing another 4 to help
with the expansion.

« Googled best fridge freezer
deals and clicked on a top-
rated result belonging to a
recognised company.

 Emailed the seller to see if a
bespoke invoice can be created
for 10 fridge freezers “Glacier
Pro.”

nttps:// www.bestfridgedealsefficient.com

Cool Deals on 10 Fridges

Energy-smart chillers, roomy capacities, and fast delivery. Tap a product to view details or
add to cart.

All Under £700 A+ Efficiency Sort: Featured

FrostMax 300 Glacier Pro ChillCube X
310L - A+ 340L - A+ 280L+A

FrostMax 300 £679 740 (?Iacner Pro £729 (FhlllCube X :’olar 500
Arctica Nor me Koo 0

PUBLIC

Polar 500
410L+ A++




Case Study 1
Fridges for sale

Hi,

| need to purchase 10 fridges “Glacier Pro” — what is the
process to make a purchase of this size and do you have the

stock | need for a quick delivery?

Regards,
Catering Company

Good morning,

Thank you for your interest in our products.

| am pleased to confirm we have the required stock you need
for immediate dispatch. Presumably you have researched the
wide range of fridges we offer to determine which is right for
your needs? If not, we'd be happy to set up a call with our
selling team which can sometimes save you a lot of money!

Regards,
Fridges

PUBLIC
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Case Study 1
Fridges for sale

Thanks for speaking with our sales team and |I'm pleased we're
able to provide a more suitable offering that will not only save
you £400 overall but will be also prove more efficient for your
business due to their revolutionary Al energy management
engine.

The x10 "'nextgen Nordic 3000" are going to arrive into stock

with us next week and we can dispatch these for you on next
day delivery.

Please let me know how you would like to proceed.
Note — we can only guarantee the price for 24 hours as it
luctuates based on demand.

| want to go ahead with the purchase but | can’t find the
product on your website, what's wrong?

We haven't marketed the ‘next gen Nordic 3000 yet. As we
explained over the phone, this product has only recently launched
and won't be added to our website until we receive the second
delivery of stock which is currently set to be 6-8 weeks time. We
can invoice the fridges to you now?

PUBLIC
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Case Study 1
Fridges for sale

Is that normal and what sort of rights would | have? Sorry |
just thought | would pay using my business debit card.

| understand your concern. All our fridge freezers are backed by
a b-year guarantee, regardless of how you pay. We strive to
provide outstanding customer service, and you can read more
about that on our reviews section or by visiting Trust Pilot.

We can assure you that use of Invoices and Pro Forma Invoices
Is perfectly normal for larger payments such as these. |'ve
attached a Pro Forma Invoice and if you're happy with the terms
I"ll send across a final invoice.

I've had a look at the Pro Forma Invoice, why is the payment

going to GNHQ Logistics?

All payments are made directly to our wholesale suppliers. We
receive our commission from the suppliers, and this enables us to
give you the best possible prices. |'ve attached a final invoice.
Note, this must be paid today to secure the stock you've asked
for.

PUBLIC
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Case Study 1 Poll Results

1. It's safe to make the payment because:

The company appeared highly on a Google search and are registered on Companies House

The website looks genuine and has TLS (padlock) symbol on the address bar

The company accept card payment on their website

The reason why the company want bank transfer is plausible

The company is a well-known reputable business

o Strongly Disagree o Disagree o© Agree o Strongly Agree

PUBLIC
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Case Study 2
Purchase of a garage

@ DHGF Vehicle Repairs @ DHGF find via online @ Discussions of the @ The terms of the sale are
forums of a local garage, business sale are held, and agreed and drawn into a

are one of few auto

. - 1h GHAR Wheel Repairs, are a pre-purchase contract is purchase contract. This is
repair centres in the selling their business and created and reviewed by a leasehold purchase of a
local town register their interest both parties business for £35k
gooo ooo Bl @
ooo oog|®
o0 aoar? @ Leasehold
|T| _D:@ IR Business Sale
The payment is sent to the Various timelines outlined YHRIISTE EERIRE) e SEtler The landlord writes back to
i : for a response. DHGF -
agreed conditional/escrow in the contract lapse . DHGF confirming they are
) . : : become suspicious :
payment service where the without being fulfilled e.qg. something isn't riaht and seeking 9 month rent
funds would be held until transfer of the land lease com Ietedga and sgearch o arrears from GHAR who
the contract is fulfilled from the seller to the buyer P have vacated the property

contact the landlord

4

W

R

Unknowingly DHGF were introduced by
GHAR to a conditional/escrow service

‘ which was an impersonation of a genuine

- company.
Like Investment scams, fraudsters
J_l_[mimpersonate genuine companies, so you
think you're dealing with an FCA registered %=

firm but you're not. o Aot
PUBLIC 22
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Which Techniques Help Protect Against Scams Poll Results

1. Which of these techniques help protect against purchase scams? (Multiple choice)

Using debit/credit card

Paying after receiving shipping confirmation

Paying using a link that's emailed to you by the seller

Using other protected payment systems

Asking for a video call with the seller before paying

Asking to be shown proof of ownership

Asking for the confirmation of the sellers ID

Don't buy items that are cheaper than market value

Buying off platform only if it secures a cheaper price/better deal

PUBLIC

54%

17%

67%

11%

49%

42%

4%
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Purchase Scams
Techniques used

Auction
Sites

Social
Media

Websites

Other

¢ Price goods too good to be true to attract interest

¢ Ask for upfront payments, deposits, partial or full and
explain it's needed due to high demand

¢ Go off platform so payment is received via bank transfer

¢ Sell from accounts that have activity. Buy or hack an
account

e | ist numerous products for sale to appear reputable
e | ink profile to a legitimate business they don’t own

¢ Clone an existing company webpage/name
e Buy/activate TLS cert. to make the page appear secure

¢ Drive customers to call and encourage payment via bank
transfer. Use fake secure payment links

e Engage potential buyers who are a significant distance
away, so they're likely to pay some % by bank transfer

e | ocal ad’'s will allow for targeting specific victims
¢ Replicate genuine ad’s as though they're your own

- U U o

PUBLIC

Defenses

e Purchase within auction sites for greater protection

e Check when the sellers accounts were created and how
organic the seller feedback is

e A good deal VS a too good to be true deal

¢ Video call the seller for a demonstration of the goods

e |f the seller is also a registered company, contact them
directly to ensure they're not being impersonated

e VVerify the seller's identity

e Contact the company using details obtained from a verified
source and ensure you're dealing with them directly

e Don't rely on TLS cert., this just shows encryption and
doesn’t indicate trustworthiness

* Be wary of fake links pretending your payment is protected
¢ Confirmation of shipping doesn’t mean the goods you
have purchased have been dispatched

e Unless you have physical sight/possession, be wary of
paying by bank transfer.

€ (€& (&
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Purchase Scams
Protect yourself

Payment Systems Verifying the Seller

* |f you're buying from a company, use debit/credit card |* By verifying the seller, you'll have greater confidence
so you're protected if something goes wrong. that you're dealing with a genuine person.

* Ifyou're buying from a private individual, pay using a Video call the seller. Does the seller feedback
secure payment methods e.g. PayPal goods and Ask for a form of ID O A look legitimate. Check
services. to match to the \ when and who is leaving

* For larger purchases, consider using an FCA authorised account/person O feedback.
conditional ment/escrow service. Be wary of cloned it —
fi da Pay | d fi ary f 'tsﬁfﬁmpan?{' / I~ Ask for proof of

Irms and unregu E_ate Irms. _ . rese;rc em oniine ownership if high value

* Only If you have sight or possession of the goods, it an O”hgg?epa”'es goods are involved.
may be considered safe to pay by Bank Transfer.

Services What if I'm a Victim?

* |f services are being delivered, don’'t be pressured into |* Report the scam to your bank or call Stop Scams 159
paying upfront for a company that you/other can’t to be securely connected to your Bank
vouch for; * Report the seller to the auction site, social media

* Freelance platforms can act as a middleman when platform
paying for services. Only use reputable platforms that * Report to Action Fraud
partner with licensed payment processors. * Let friends, family and colleagues know

* See a portfolio or examples of the services you've
asked for.
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https://stopscamsuk.org.uk/our-work/159-phone-number/
https://www.actionfraud.police.uk/

Steps to Protect you and your Business
Useful resources

i [National Cyber

el

»|Security Centre

National Cyber Security Centre

(NCSC)

& Free resources

& Example cyber security incident

response and recovery plans

¢ One-page infographics ideal for
sharing around your business

& Cyber Essentials & Cyber
Essentials Plus

& Free training module for
employees

& Free NCSC Web check

& Report suspicious websites

4X ) HsBcuk

ActionFraud

Mational Frauc & Cyber Crime Reporting Centre
"= 0300 123 2040 """

Scam email
reporting

report@phishing.gov.

uk

Scam text and call
reporting

7726’

HSBC Business Banking Fraud
Centre

¢ Reporting frauds and scams

¢ Information on different types of
frauds and scams

¢ Infographics & Guides to
prevent

¢ *New* Interactive BEC E-
learning

¢ Invites to future Fraud & Cyber
Awareness Webinars

¢ Recordings of previous Fraud &
Cyber Awareness Webinars

& To report HSBC branded phishing
emails, forward the email to
phishing@hsbc.com

Action Fraud
Provides a 24/7 reporting service

& Source of information and support

¢ Information about free cybercrime

protection

Join us in October

Report Phishing - NCSC
Report suspicious emails

Now have an M365 report
Phishing tool

Removal of 227k scams across
408k URLs as at July '25

Wednesday 22" October at 10am or 3pm

Join us for a non-technical Fraud and Cyber Awareness session where members of our Fraud
Business Management Team will be joined by PureCyber security experts who will walk you through

real UK case studies and you'll learn about the proactive security controls that would have

prevented or contained each incident.

PUBLIC

Report scam texts and phone

calls

Report them to UK phone
providers

Forward text messages to 7726

For calls, send a text message to
7726 quoting ‘call (suspected
scam telephone number)’

Phone provider will investigate
and block the number if seen to
be a scam

7726 spells 'SPAM’ on an
alphanumeric keypad — helps you
remember the number

26


https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/
https://www.actionfraud.police.uk/
https://www.ncsc.gov.uk/collection/phishing-scams
https://www.ofcom.org.uk/phones-and-broadband/scam-calls-and-messages/7726-reporting-scam-texts-and-calls
https://www.ofcom.org.uk/phones-and-broadband/scam-calls-and-messages/7726-reporting-scam-texts-and-calls
https://www.business.hsbc.uk/en-gb/campaigns/hsbc-business-banking-fraud-centre
https://www.business.hsbc.uk/en-gb/campaigns/hsbc-business-banking-fraud-centre

Thank you
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